Configure CradlePoint MBR1000 to work with a Bullet Radio

Configure CradlePoint 1000

These are the steps to configure the CradlePoint 1000 Router to work with the Bullet radio as a
Wi-Fi extension unit.

Assumptions:

The PC is directly connected with a CAT-5 cable to the CradlePoint 1000. Note — it is possible
to do this configuration in wireless mode but not recommended..

The PC’s IP address has been set to automatically receive its IP Address from the router, the
normal settings for a LAN connection.

The MBR1000 will be booted a few times during the setup process. It is better to do the changes
in steps than to do them all at once.

Configuration Steps

1. Open a web browser like Internet Explorer or Firefox.
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In theURL Addressfield of the browser, type 192.168.0.1. This is the default address of the
CradlePoint 1000.

Hit the Enter Key.
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Configure CradlePoint MBR1000 to work with a Bullet Radio

2. In the ADMINISTRATIVELOGIN Window:

l:radlepclint

TECHNOLOGY

ADMINISTRATION LOGIN

The default password is the last six digits of the router's MAC address.

Password : esssssl
Log In

NOTE: If you want to connect non-browser basad wireless devices (such as IP
phones, cameras, gaming consoles, and televisions) to your router, you must disable
the User Login requirement. To disable User Login, login to the router as the
Administrator, select Tools->User Login, then disable the setting.

s
Copyright © 2009 CradlePoint, Inc. All rights reserved. WIplpe_

| -

>

Enter the last 6 digitef the MBR1000’'s MAGaddress found on the side panel of the MBR1000
product box or the bottom of the MBR1000 in the PASSWOR&E. This is the default
password,

Click the L OGINbutton.

Page 2 of 27



Configure CradlePoint MBR1000 to work with a Bullet Radio

3. In the STATUSscreen:

l:radIEpuint

TECHNOLOGY

BASIC ADVANCED MODEM TOOLS STATUS HELP

Status

DEVICE INFO DEVICE INFORMATION

ACTIVE SESSIONS All of your Internet and network connection details |l displayed on this page. The firmware version is also
displayed here.

LOGS

ROUTING

s s GENERAL

WIRELESS (WI-FI)

Time : Thu Jun 10 2004 10:42:12 AM
Firmware Version : 1.7.5, 2010/11/23 Update Available!
WiIMAX Version : 5.2.226

WISH SESSIONS

MAC Address : 00:30:44:0C:D8:F5
IP Address : 192.168.12.1
Subnet Mask : 255.255.255.0

DHCP Server :

Wireless Radio : Enabled
WISH: Active
MAC Address : 00:30:44:0C:D8:F5
Network Name (SSID) : RedRover_N

Click on the TOOL Sop tab..
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4. In the TOOL Sscreen:

cradlepnint

TECHNOLOGY
BASIC ADVANCED MODEM STATUS

Tools
ADMINISTRATOR SETTINGS

ADMIN

DYNAMIC DNS The 'admin’ account can access the management interface.
EMAIL SETTINGS All routers have a factory-configured password by default, but it is highly recommended that you create your
= = own password to keep the router more secure.

s s

SCHEDULES

SNMP

SYSLOG

S— System Language :
SYSTEM CHECK

TIME ADMIN PASSWORD

USER LOGIN Please enter the same password into both boxes, for confirmation.
Password: eeesse
Verify Password : eseeese

SYSTEM NAME

Gateway Name : CradlePoint: MBR-1000

ADMINISTRATION

Inactivity Time Out : 15 (minutes)

It is wise to change the password of your CradlePoint MBR1000 to something easier for you to
remember. Change the password by entering a new password of your choideasswued
field and the VerifyPassword field.

Finish up by clicking th&ave Settings button.
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5. In the SUCCESSscreen:

cradlepnint

TECHNOLOGY

BT  ~ovancep MODEM TOOLS STATUS

RETWORK Press the button below to continue configuring the router if the previous page doesn't restore in 4 seconds.

WAN
WIRELESS (WI-FI)

—

Copyright © 2009 CradlePoint, Inc. All rights reserved. W|p|pe_
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Click on the Continueor wait and the router will continue on by itself after a time period.
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6. In the ADMINISTRATIVE LOGIN screan:

l:radlepclint

TECHNOLOGY

ADMINISTRATION LOGIN

The default password is the last six digits of the router's MAC address.

Password : eeesss|

NOTE: If you want to connect non-browser basad wireless devices (such as IP
phones, cameras, gaming consoles, and televisions) to your router, you must disable
the User Login requirement. To disable User Login, login to the router as the
Administrator, select Tools->User Login, then disable the setting.

—
Copyright © 2009 CradlePoint, Inc. All rights reserved. WIplpe‘

| - -

This time enter the new password you set in the last operation.
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7. In the SATUS screen:

l:radIEpuint

TECHNOLOGY

ADVANCED MODEM TOOLS

DEVICE INFORMATION

All of your Internet and network connection details are displayed on this page. The firmware version is also
displayed hers.

Time : Thu Jun 10 2004 10:42:12 AM
Firmware Version : 1.7.5, 2010/11/23 Update Available!
WiIMAX Version : 5.2.226

ROUTING

STATISTICS

WIRELESS (WI-FI)

WISH SESSIONS

MAC Address : 00:30:44:0C:D8:F5
IP Address : 192.168.12.1
Subnet Mask : 255.255.255.0

DHCP Server :

Wireless Radio : Enabled
WISH: Active
MAC Address : 00:30:44:0C:D8:F5
Network Name (SSID) : RedRover_N

Click on the BASI Cbutton.
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8. In the BASIC screen:

cradlepoint

TECHNOLOGY

BASIC ADVANCED MODEM TOOLS STATUS HELP

Basic
WIZARD
iDHCP SETUP WIZARD
‘ NETWORK ) Web-based Setup Wizard is designed to assist you in connecting your new router
i o the Internet. This Setup Wizard will guide you through step-by-step instructions on how to
| WAN get your Internet connection up and running. Click the button below to begin.
| WIRELESS (WI-FT) Select System Language: [English [+ ]
Note: Before launching this wizard, please make sure you have followed all steps outlined in the Quick
Installation Guide included in the package.
==
Copyright © 2009 CradlePoint, Inc. All rights reserved. W|p|pe_
L /

Click on the NETWORKTtab on the side.
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9. In the BASIC - NETWORKSscreen:

BT ADVANCED MODEM TOOLS STATUS HELP
DHCP Use this section to configure the internal network settings of your router. The IP Address that is configured
,7,,,, here is the IP Address that you use to access the Web-based management interface. If you change the IP
WAN ‘

NETWORK Address here, you may need to adjust your PC's network settings to access the network again.
WIRELESS (WI-FI)

Use section to configure the internal network settings. The IP Address that is configured
here ifiihe IP Address that you use to access the Web-based management interface. If you
change the IP Address here, you may need to adjust your PC's network settings to access the
network again.

Router IP Address : 192.168.12.1 _

Subnet Mask :  255.255.255.0

Local Domain Name : (optional)
Enable DNS Relay : V|

RIP (ROUTING INFORMATION PROTOCOL)

Use this section to configure RIP for automatic management of routes.

EnableRIP: | |

Now click on Set the Router IP Address to the LAN segment for your local LAN. This will be in
the format 192.168.nn.lwhere nnis the number you chose.

In this case 192.168.12.1vas entered. The 18 different from what you will normally run into
a RV Park and also different from what you will set the Bullet radio to.

Then click the Save Settingdutton.
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10. In theREBOOT NEEDED screen:

l:radlepclint

TECHNOLOGY

BASIC ADVANCED

MODEM TOOLS STATUS HELP

Basic
| wizaro REBOOT NEEDED
| DHCP Your changes have been saved. The router must be rebooted for the changes to take effect.

NETWORK You can reboot now, or you can continue to make other changes and reboot later.
= et Lot
| WIRELESS (WI-FI)
|
| =

Copyright © 2009 CradlePoint, Jill. All rights reserved. WIplpe_

S s 4

Click on the Reboot L ater button
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11. On the BASIG- NETWORK screen::

STATUS

BASIC ADVANCED MODEM

TOOLS

here is the IP Address that you use to access the Web-based management interface. If you change the IP
Address here, you may need to adjust your PC's network settings to access the network again.

WAN
NETWORK SETTINGS

Use this section to configure the internal network settings. The IP Address that is configured
here is the IP Address that you use to access the Web-based management interface. If you
change the IP Address here, you may need to adjust your PC's network settings to access the
network again.

Router IP Address: 192,168,121
Subnet Mask : 255.255.255.0
Local Domain Name : (optional)
Enable DNS Relay : V|

RIP (ROUTING INFORMATION PROTOCOL)

Use this section to configure RIP for automatic management of routes.

EnableRIP: | |

Click on the DHCPeft tab.
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12. In the BASIC- DHCP screen:

TECHNOLOGY

BT Aovanced

Basic
WIZARD

DHCP Use this section to configure the built-in DHCP Server to assign IP addresses to the computers on your

NETWORK

network.
o

WIRELESS (WI-FI)

MODEM TOOLS STATUS HELP

DHCP SETTINGS

DHCF SERVER SETTINGS

Use this section to configure the built-in DHCP Server to assign IP addresses to the computers
on your network.

Enable DHCP Server : [7] “<ummmm

DHCP IP Address Range : 192.168.12.100  to 192.168.1219% <=
DHCP Lease Time : 1440 (minutes)
Always broadcast : [V (compatibility for some DHCP Clients)
NetBIOS announcement : [ |
Learn NetBIOS from WAN :
NetBIOS Scope : (optional)
NetBIOS node type : Broadcast only (use when no WINS servers configured)

Point-to-Point (no broadcast)
@ Mixed-mode (Broadcast then Point-to-Point)
Hybrid (Point-to-Point then Broadcast)

Insure the Enable DHCP Server box in checked.

Set the DHCP IP Address Range to 192.168.nn.160192.168.nn.199 wherenn is the same as
the nnyou put in the Router |P Address

In the case 192.168.12.10@nd 192.168.12.199was entered.

The reason to set the range of DHCP IP Addresses from 100 to 199 is to reserve the addresses
less than 100 and above 200 for devices that may need a permanent IP address.

When you are done, click on tBave Settings button.
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13. In theREBOOT NEEDED screen:

cradlepaint

TECHNOLOGY

BASIC ADVANCED

MODEM TOOLS STATUS HELP

Basic
| wizaro REBOOT NEEDED

DHCP Your changes have been saved. The router must be rebooted for the changes to take effect.
NETWORK You can reboot now, or you can continue to make other changes and reboot later.
WAN Reboot Now Reboot Later

WIRELESS (WI-FI)

—

=
Copyright © CradlePoint, Inc. All rights reserved. WIplpe.

5
IS - A

This time click on the Reboot Now button.

Since you just changed the IP address of the MBR1000 and the DHCP IP Address range, you
will need to let your PC get a new IP address from the MBR1000. The easiest way to go to the
bottom left of the screen and click on STARTen RUNand enter:

ipconfig /renew in the field

and then the Enter key.
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14. In the ADMINISTRATIVE LOGIN screa:

l:radlepclint

TECHNOLOGY

ADMINISTRATION LOGIN

The default password is the last six digits of the router's MAC address.

Password : eeesss|

NOTE: If you want to connect non-browser basad wireless devices (such as IP
phones, cameras, gaming consoles, and televisions) to your router, you must disable
the User Login requirement. To disable User Login, login to the router as the
Administrator, select Tools->User Login, then disable the setting.

—
Copyright © 2009 CradlePoint, Inc. All rights reserved. WIplpe‘
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Again login using the new password..
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15. In the SATUS screen:

l:radIEpuint

TECHNOLOGY

ADVANCED MODEM TOOLS

DEVICE INFORMATION

All of your Internet and network connection details are displayed on this page. The firmware version is also
displayed hers.

Time : Thu Jun 10 2004 10:42:12 AM
Firmware Version : 1.7.5, 2010/11/23 Update Available!
WiIMAX Version : 5.2.226

ROUTING

STATISTICS

WIRELESS (WI-FI)

WISH SESSIONS

MAC Address : 00:30:44:0C:D8:F5
IP Address : 192.168.12.1
Subnet Mask : 255.255.255.0

DHCP Server :

Wireless Radio : Enabled
WISH: Active
MAC Address : 00:30:44:0C:D8:F5
Network Name (SSID) : RedRover_N

Click on the BASI Cbutton.
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16. In the BASIC screen:

cradlepoint

TECHNOLOGY

BASIC ADVANCED MODEM TOOLS STATUS HELP

Basic
WIZARD
iDHCP SETUP WIZARD
‘ NETWORK The following Web-based Setup Wizard is designed to assist you in connecting your new router
i 0 the Internet. This Setup Wizard will guide you through step-by-step instructions on how to
| WAN et connection up and running. Click the button below to begin.
| WIRELESS (WI-FT) Select System Language: [English [+ ]
Note: Before launching this wizard, please make sure you have followed all steps outlined in the Quick
Installation Guide included in the package.
==
Copyright © 2009 CradlePoint, Inc. All rights reserved. W|p|pe_
L /

Click on the WAN lefttab.
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17. In the BASIC- WAN screen::

cradlepoint

TECHNOLOGY

BT ADVANCED  MODEM TOOLS STATUS
DHCP Use this section to configure your Wired and Celluar Modem WAN Connection type. There are several wired
WAN connection types to choose from: Static IP, DHCP, PPPoE, PPTP, and L2TP. If you are unsure of your
NETWORK connection method, please contact your Intemet Service Provider.
S Note : If using the PPPoE option, you will need to remove or disable any PPPoE client software on your
WIRELESS (WI-FI) computers.
sov et

CELLULAR MODEM PPP AUTHENTICATION (OPTIONAL)

Enter the information provided by your Cellular Service Provider.
Note: Fill in the following information ONLY if directed to by your Cellular Service Provider.
Modem Interface :
Username :
Password :
Verify Password :
Authentication Protocol :  Auto [+ |

WIRED WAN CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

Scroll the screen down to the WIRED WAN CONNECTION TY Rifea.

Page 17 of 27



Configure CradlePoint MBR1000 to work with a Bullet Radio

18. In the BASIC- WAN Screen:

Modem Interface :
Username :

Password :
Verify Password :
Authentication Protocol :  Auto [¥]

WIRED WAN CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

Your Internet Connection could not be detected, please select your Internet Service Provider
(ISP) from the list below. If your ISP is not listed; select the "Not Listed or Don't Know" option
to manually configure your connection.

Internet Service Provider : NotLismdorDon'tKnowE]

If your Internet Service Provider was not listed or you don't know who it is, please select the
Internet connection type below:

Internet Connection :  Dynamic IP (DHCP) EI -

DYNAMIC IP (DHCP) INTERNET CONNECTION TYPE :

Use this Internet connection type if your Internet Service Provider (ISP) didn't provide you with
IP Address information and/or a username and password.

Host Name :
Use Unicasting :  [¥] (compatibility for some DHCP Servers)
MTU: 1500 (bytes) MTU default = 1500
MAC Address :  00:00:00:00:00:00

Set the InternetConnection to Dynamic IP (DHCP).
You jest set the MBR1000 WAN port to get an IP Address from the Bullet radio.

Click on the Save Settingsutton and then Continukutton on the SUCCESScreen.
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19. In the BASIC-WAN screen:

cradlepoint

TECHNOLOGY

BT ADVANCED  MODEM TOOLS STATUS

DHCP Use this section to configure your Wired and Celluar Modem WAN Connection type. There are several wired
WAN connection types to choose from: Static IP, DHCP, PPPoE, PPTP, and L2TP. If you are unsure of your

NETUORK. connection method, please contact your Intemet Service Provider.

S Note : If using the PPPoE option, you will need to remove or disable any PPPoE client software on your

WIRELESS (WI-FI) <
Sove Setmos

CELLULAR MODEM PPP AUTHENTICATION (OPTIONAL)

Enter the information provided by your Cellular Service Provider.
Note: Fill in the following information ONLY if directed to by your Cellular Service Provider.
Modem Interface :
Username :
Password :
Verify Password :
Authentication Protocol :  Auto [+ |

WIRED WAN CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

Click on the WIRELESS (WI-FI) lefttab..
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20. In the BASIC- WIRELESS (WI-FI) screen:

TECHNOLOGY

STATUS

TOOLS

BASIC ADVANCED MODEM

Basic

WIRELESS (WI-FI)

DHCP Use this section to configure the wireless (Wi-Fi) settings for your router, Please note that changes made on
——— this section may also need to be duplicated on your Wireless Client.

wn

WIRELESS (WI-FI)

ADD WIRELESS DEVICE WITH WPS (WI-FI PROTECTED SETUP) WIZARD

WPS (Wi-Fi Protected Setup) is currently disabled. Go to the Advanced->Wi-Fi Protected Setup

settings page to enable it.
Addd Wirzless Deylce wlth YIPS

WIRELESS (WI-FI) NETWORK SETTINGS

Enable Wireless Radio: | /|
Wireless Network Name : RedRover_N (also called the SSID}_
802.11 Mode : | Mixed 802.11n, 802.11g and 802.11b[¥]

Enable Auto Channel Scan: V|

Wireless Channel : - z - CH :‘___i
Transmission Rate :  Best (automatic) | v (Mbit/s)
Channel Width : 20 MHz [~]

In the Wireless Network Namefield, enter a name that will appear when you are looking for a
wireless network to connect your PC to the MBR1000. This name could be cryptic or obvius to

suit your pleasure.
In this case RedRover Nvas entered.

Then scroll the screen down to the
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21. In the BASIC- WIRELESS (WI-FI) screen:

WIRELESS (WI-FI) SECURITY MODE

To protect your privacy you can configure wireless security features. This device supports three
wireless security modes, including WEP, WPA-Personal, and WPA-Enterprise. WEP is the original
wireless encryption standard. WPA provides a higher level of security. WPA-Personal does not
require an authentication server. The WPA-Enterprise option requires an external RADIUS
server.

WPA requires stations to use high grade encryption and authentication. For legacy compatibility, use WPA or

WPA2 mode. This mode uses WPA for legacy clients while maintaining higher security with stations that are
WPAZ capable. The strongest cipher that the client supports will be used. For best security, use WPA2 Only
made. In this mode, legacy stations are not allowed access with WPA security. The AES cipher will be usad
across the wireless network to ensure best security.

WPA Mode : | Auto (WPA or WPA2) [~ <
Cipher Type : | TKIP and AES [ v | ]

Group Key Update Interval : 3600 (seconds)

PRE-SHARED KEY

Enter an 8- to 63-character alphanumeric pass-phrase. For good security it should be of ample length and
should not be a2 commonly known phrase.

Pre-Shared Key : samplewpakeyphrase S |

=
Copyright © 2009 CradlePoint, Inc. All rights reserved, wipipe.
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Usually you will want to set wireless security to WPA, the highest level of home security. The
only reason you would not set WPA security is that you have some older wireless equipment that
doesn’t support WPA. In that case you would select WEP. Since the chances of this need is
small, WEP will not be covered in the document.

Set SecurityMode to WPA-Personal.
Set WPAMode to Auto (WPA or WPA?2).
Set Cipher Typeto TKIP and AES.

In thePre-Shared Key field, enter a phrase that is easy to remember but not easy for people to
guess. Four or five words run together is good.

In the case, samplewpakeyphraseias entered.
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Click the SaveSettings button and then the Continumutton on the Successcreen.

Page 22 of 27



Configure CradlePoint MBR1000 to work with a Bullet Radio

22. In the BASIC- WIRELESSscreen:

BASIC ADVANCED MODEM TOOLS STATUS

WIRELESS (WI-FI)

DHCP Use this section to configure the wireless (Wi-Fi) setfllbgs for your router, Please note that changes made on
,,,,,,,,, this section may also need to be duplicated on your Wireless Client.

o
WIRELESS (WI-FI)
ADD WIRELESS DEVICE WITH WPS (WI-FI PROTECTED SETUP) WIZARD

WPS (Wi-Fi Protected Setup) is currently disabled. Go to the Advanced->Wi-Fi Protected Setup
settings page to enable it.

Addd Wirzless Deylce wlth YIPS

WIRELESS (WI-FI) NETWORK SETTINGS

Enable Wireless Radio :  [/]
Wireless Network Name : RedRover_N (Also called the SSID)
802.11 Mode : |Mixed 802.11n, 802.11g and 802.11b E
Enable Auto Channel Scan: (V|

Wireless Channel : =< Coz- o0 v
Transmission Rate :  Best (automatic) | v (Mbit/s)
Channel Width : 20 MHz [~]

Click on the TOOL Sop tab.
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23.  With the Device is rebooting, please wait display:

cradlepnint

TECHNOLOGY

BASIC ADVANCED MODEM TOOLS STATUS HELP

Tools
s
sedontecaio The System Settings section allows you to reboot the device or restore the router to the factory default

EMAIL SETTINGS ha;emwl L”*‘“““*ﬂmmmwmﬂm,mmmmm

EEa The current system settings can be saved as a file onto a local hard drive. The saved file, or any other saved
MANAGED SERVICES setting file, created by device can be uploaded into this device.
SCHEDULES
SNMP
SYSTEM SETTINGS
SYSLOG
SYSTEM Save To Local Hard Drive: |0 a2 T
SYSTEM CHECK Load From Local Hard Drive: Browse... |

USER LOGIN
Restor ToFcory Dt

Restore all settings to the factory defaults.

Reboot The Device: <G=
Scheduled Reboot : NeverElm

The router will reboct at the "End Time" of the selected schedule.

—_—

To insure al the changes are being put into effect, click on the Rébe@evice button.

After the reboot will have to login again, and then return to this screen.
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24. In the TOOL Sscreen:

cradlepnint

TECHNOLOGY

BASIC ADVANCED MODEM

Tools
ADMIN

DYNAMIC DNS The System Settings section allows you to reboot the device or restore the router to the factory default

— - ﬂr\gs.Rsilorlng&nuitmhfanowdefadtmtﬁngswi!mdlsetﬁngs,inchdmmvniesmatwu

STATUS

SYSTEM SETTINGS

EEa The current system settings can be saved as a file onto a local hard drive. The saved file, or any other saved
MANAGED SERVICES setting file, created by device can be uploaded into this device.
SCHEDULES

SNMP

SYSTEM SETTINGS

SYSLOG
SYSTEM Save To Local Hard Drive: <=
SYSTEM CHECK Load From Local Hard Drive: (Browse... |
USER LOGIN
Restore To Factory Default:

Restore all settings to the factory defaults.

ot e e
Scheduled Reboot :  |Never [¥] m

The router will reboct at the "End Time" of the selected schedule.

Click on the SaveConfiguration button.

Depending on your browser, you will be asked if you want to save the gateway_settings,gwsfile.
Say Yes

If your browser options allow, you can select a floder to place the file. Pick someplace easy to
find, like C©CradlePoint. If the browser auto selects a downfohier, open that folder and
move the gateway_settings.gwdile to the convenient folder location.

Now your settings are saved in case you ever need to restore them.
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25. Done

Your MBR100O is ready for connecting the Bullet radio to the MBR1000 WAN port. The
function of the Bullet radio is covered in another document.
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